ATTACHMENT C
BUSINESS ASSOCIATE AGREEMENT BETWEEN
THE WYOMING DEPARTMENT OF HEALTH, DIVISION OF HEALTHCARE
FINANCING AND
BLUE CROSS AND BLUE SHIELD OF WYOMING

1. Purpose. The Parties to this Contract agree that Contractor, Blue Cross and Blue Shield
of Wyoming, is a Business Associate of the Wyoming Department of Health, Division of
Healthcare Financing (Agency), as defined by 45 CFR § 160.103; therefore, this
attachment is mandatory for purposes of this Contract. This attachment seeks to satisfy the
requirements for the privacy and security and transmission of protected health information
found in 45 CFR Parts 160, 162, and 164 as well as applicable Wyoming state law.
Applicable Wyoming state law may include, but is not limited to, Wyo. Stat. Ann. §§ 35-
2-605 et seq., 9-2-125 et seq., and applicable rules and regulations. These statutes, rules,
and regulations are collectively referred to as the “Privacy and Security Rules.”

2. Definitions. The Parties agree that the definitions in 45 CFR Parts 160, 162, and 164 shall
apply to the terms used in this attachment. For the purpose of this attachment, Contractor
shall be known as the “Business Associate.”

3. Responsibilities of Business Associate Pursuant to this Attachment. Except as
otherwise permitted or required by this attachment, the Business Associate may only
create, receive, maintain, or transmit protected health information received from or on
behalf of the Agency as necessary to provide benefit and claims administration services to
the Kid Care CHIP program as set forth in the Contract, as required by law, or to carry out
the proper management and administration or legal responsibilities of the Business
Associate. Further, the Business Associate agrees:

A. To not create, receive, maintain, or transmit protected health information in a
manner that would violate any provision of the Privacy and Security Rules, or other
applicable federal, state, or local law.

B. To establish, use, and maintain administrative, physical, and technical safeguards
to protect the confidentiality, integrity, and availability of all protected health
information that the Business Associate creates, receives, maintains, or transmits
on behalf of the Agency and to prevent any use or disclosure of protected health
information as provided by this attachment.

C. To comply with Subpart C of 45 CFR Part 164 with respect to electronic protected
health information. The Business Associate shall provide notice of its designated
security officer to the Agency within thirty (30) days following execution of this
attachment.

ATTACHMENT C
BUSINESS ASSOCIATE AGREEMENT BETWEEN
THE WYOMING DEPARTMENT OF HEALTH, DIVISION OF HEALTHCARE FINANCING (AGENCY)
AND BLUE CROSS AND BLUE SHIELD OF WYOMING (BUSINESS ASSOCIATE)
Page 1 of 6
Template Version July 2013



D. To limit its use, disclosure, or requests for protected health information to the extent
practicable to the minimum necessary to accomplish the intended purpose of such
use, disclosure, or request.

E. To secure all protected health information in its possession in accordance with the
most current standards established by the Secretary of Health and Human Services
under 13402(h)(2) of Public Law 111-5 on the Health and Human Services website.

F. To notify the Agency of any use or disclosure of protected health information not
provided for by this attachment, any security incident, or any breach of unsecured
protected health information of which the Business Associate becomes aware.

i. Such notice shall include the identification of each individual whose
protected health information has been, or is reasonably believed to have
been subject to such use, disclosure, incident, or breach, a statement
indicating whether the protected health information was secured or
unsecured, and a description of any security measures used.

ii. A disclosure, incident, or breach shall be treated as discovered by the
Business Associate as of the first day on which such breach is known to the
Business Associate, or, by exercising reasonable diligence, would have
been known to the Business Associate. The Business Associate shall be
deemed to have knowledge of a disclosure, incident, or breach if the same
is known, or, by exercising reasonable diligence, would have been known
to any person (other than the person committing the disclosure, incident, or
breach) who is an employee, officer, or other agent (determined in
accordance with the federal common law of agency) of the Business
Associate.

iii. All reports of breach involving unsecured protected health information by
the Business Associate shall also include the most current contact
information available for each individual whose protected health
information has been, or is reasonably believed to have been accessed,
acquired, or disclosed, and any other information required by 45 CFR §
164.404 for the notification of individuals.

G. In accordance with 45 CFR §§ 164.502(e)(1)(ii) and 164.308(b)(2), to ensure that
any subcontractor that the Business Associate uses to create, receive, maintain, or
transmit protected health information on its behalf agrees to the same restrictions,
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conditions, and requirements that apply to the Business Associate under the terms
of this attachment.

H. To conduct electronic transactions covered by 45 CFR Part 162 as a standard
transaction as required by 45 CFR Part 162, and ensure that any agents, including
subcontractors, also process electronic transactions as required therein.

L To make all protected health information received from the Agency or otherwise
created, maintained, or transmitted on behalf of the Agency available to the Agency
as necessary for the Agency to comply with an individual’s request for access to
protected health information under 45 CFR § 164.524, a public records request
under Wyo. Stat. Ann. §§ 16-4-201 through 16-4-205, or any other request that may
be required by law. If the Business Associate receives such request for protected
health information directly, it shall notify the Agency within three (3) business days
following its receipt of such request. Thereafter, the Parties agree to meet to
promptly discuss and jointly resolve the request for protected health information.
The Parties’ failure to reach an agreement regarding any such request prior to the
timeframes specified in 45 CFR § 164.524 and Wyo. Stat. Ann. §§ 16-4-201
through 16-4-205 shall be cause to terminate this Contract and all other contracts
between the Parties.

J. To make any amendments to protected health information in a designated record
set held by the Business Associate or by any subcontractor or agent pursuant to 45
CFR § 164.526. Should the Business Associate receive such request directly, it shall
notify the Agency prior to providing any response to the person requesting
amendment. Thereafter, the Parties agree to meet to promptly discuss and jointly
resolve the request for amendment to the protected health information. The Parties’
failure to reach an agreement regarding any amendment prior to the timeframes
specified in 45 CFR § 164.526 shall be cause to terminate this Contract and all other
contracts between the Parties.

K. To make internal practices, books and records relating to the use and disclosure of
protected health information received from or created or received by the Business
Associate on behalf of the Agency available to the Agency or to the Secretary of
Health and Human Services for purposes of determining the Agency’s or Business
Associate’s compliance with the Privacy and Security Rules. The Business
Associate shall notify the Agency if it provides such information to the Secretary.

L. To document such disclosures of protected health information and information
related to such disclosures as would be required for the Agency to respond to a
request by an individual for an accounting of disclosures under 45 CFR § 164.528.
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O.

The Business Associate shall comply with the Agency’s request for such
information within seven (7) business days following the Agency’s request. Should
the Business Associate receive such request directly, it will notify the Agency.
Thereafter, the Parties agree to meet to promptly discuss and jointly resolve the
request for an accounting of disclosures. The Parties’ failure to reach an agreement
regarding any accounting of disclosures prior to the timeframes specified in 45 CFR
§ 164.528 shall be cause to terminate this Contract and all other contracts between
the Parties.

Unless otherwise provided, to provide notice within seven (7) business days of any
event that triggers the Business Associate’s obligation to notify the Agency.

That Business Associate may be subject to civil and criminal penalties enumerated
at sections 1176 and 1177 of the Social Security Act (42 U.S.C. 1320d-5, 1320-6)
with respect to violations of this attachment or the Privacy and Security Rules.

To assume sole responsibility for its own compliance and the compliance of its
workforce with the provisions of this section.

Responsibilities of Agency Pursuant to this Attachment. The Agency shall inform the

Business Associate of the Agency’s notice of privacy practices and restrictions on
protected health information. The first such notice and restrictions shall be given to the
Business Associate no later than the date of the last signature to the Contract. In addition,
the Agency agrees to the following;:

A.

To provide the Business Associate with the notice of privacy practices the Agency
produces in accordance with 45 CFR § 164.520, as well as any changes to such
notice.

To provide the Business Associate with any changes in, or revocation of,
permission by an individual to use or disclose protected health information, if such
changes affect the Business Associate’s permitted or required uses and disclosures.

To notify the Business Associate of any restriction to the use or disclosure of
protected health information to which the Agency has agreed and which are
applicable to the Business Associate, in accordance with 45 CFR § 164.522 and
section 13405(a) of Public Law 111-5.

To not request that the Business Associate use or disclose protected health
information in any manner that would not be permissible under the Privacy and
Security Rules if done by the Agency.
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E. To timely notify the Business Associate of any material violation of this attachment
or material Privacy or Security violation by the Business Associate of which the
Agency becomes aware. The Agency shall specify a time for the Business
Associate, within which the Business Associate must cure the violation, if cure is
possible, or within which the Business Associate must end the violation.

5. Special Business Associate Provisions

A. Amendments. If the Contract must be amended to ensure compliance with the
Privacy and Security Rules, the Parties shall meet in good faith to agree upon such
amendments. If the Parties cannot agree upon such amendments, then either party
may terminate the Contract upon thirty (30) days’ prior written notice to the other

party.

B. Interpretation. Any ambiguity in this attachment shall be resolved in favor of a
meaning that permits the Parties to comply with the Privacy and Security Rules.
Nothing in the Contract shall be construed to allow or require either Party to violate
such rules.

C. Notices. In addition to the notice provisions set forth in the Contract, notices
arising out of or from the provisions of this attachment shall be in writing and shall
be deemed provided to each respective party if by personal delivery or by, at least,
first class United States mail, postage prepaid. Written notices to the Agency shall
be provided to the attention of the Agency’s designated representative for this
Contract and, by separate mailing, to the WDH Compliance Office, 401 Hathaway
Building, Cheyenne, Wyoming 82002.

D. Termination. In addition to the termination provisions in the General Provisions
section of this Contract, the Contract may be terminated for cause if the Business
Associate materially violates the terms of this attachment.

i Material Violation of Attachment. Any violation by the Business Associate
of any provision of this attachment or any other contract with the Agency
which involves the use or disclosure of protected health information, as
determined by the Agency, shall constitute a material violation and shall
entitle the Agency to terminate this Contract immediately, seek related
remedies, and to terminate all other contracts which involve the Business
Associate in the use or disclosure of protected health information, by
notifying the Business Associate of such termination.

ii. Cure. If the Agency receives evidence of a material violation of the
obligations set forth herein, or of the Business Associate’s primary contracts
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with the Agency, and the Agency does not terminate this Contract pursuant
to subsection “i” above, then the Agency may provide an opportunity to
cure or end such violation, as applicable, within a reasonable timeframe
specified by the Agency. If the Business Associate’s efforts to cure or end
such violation are unsuccessful within the time specified, the Agency may
terminate this Contract, where feasible, or if termination is not feasible, may
report the Business Associate’s violation to the Secretary of Health and
Human Services or his designee.

iii. Effect of Termination. Upon termination of this Contract for any reason, the
Business Associate shall return or destroy all protected health information,
regardless of form so that the Business Associate retains no copies of
protected health information received or created on behalf of the Agency. If
return or destruction of all protected health information is not feasible, the
Business Associate shall notify the Agency of the conditions that make
return or destruction infeasible. Upon agreement between the parties that
the return or destruction of the protected health information is infeasible,
the Business Associate shall extend the protections of this attachment to
such information, and further limit the use and disclosure of such
information only to those purposes that make its return or destruction
infeasible, for so long as the Business Associate maintains the information.

iv. This provision applies equally to the Business Associate and any of its
agents or subcontractors in possession or control of protected health
information subject to this attachment.
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