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MEMORANDUM 

 
 
Date:  8/29/2013 
 
To:  All Users of WATRS & Patient (Trauma) Registry System 
 
From: Andy Gienapp, Manager, Wyoming Office of Emergency Medical Services 
  Wyoming Department of Health 
 
Subject: Password Update 
 
Ref:  EMS-2013-169  
 
 

With the approaching deadline for compliance with changes to the Health Insurance Portability and 
Accountability Act, password security for users of the WATRS (Wyoming Ambulance Trip Reporting 
System) and the Patient Registry (Trauma Registry) needs to be upgraded.  The Wyoming Department 
of Health is requiring strong passwords for all systems that contain PHI.  Below is a description of what 
is required for strong passwords and change intervals: 
 

Strong Passwords are: 
 At least nine (9) characters in length 
 Comprised of at least one character from each of the following four sets: 

o Upper case letters 
o Lower case letters 
o Numbers and 
o Punctuation and other special characters (e.g., &, $) 

 
Strong passwords are not: 
 Common dictionary terms 
 Personal information (e.g., names of pets or family members) 
 Workplace names, titles, or terminology 
 Items visible in the immediate work area 

 
Password Intervals & miscellaneous: 
 Passwords will need to be changed every 45 days or less (users may change their 

password anytime before the 45 day deadline) 
 Updated passwords cannot be any the last five used passwords 
 Accounts will be suspended in the Patient Registry or inactivated in WATRS if the 

account is not accessed once every 120 days 
 Users shall not utilize the “remember my password” features in web browsers 



Note: password security and change intervals may be updated pending future Wyoming 
Department of Health policy updates 
 

On Tuesday, September 3rd, 2013 both systems’ new password requirements will be upgraded.  If a 
password expires or needs to be reset before the audit dates below, the new password rules will apply 
after September 3rd, 2013. 
 
The Office of Emergency Medical Services will run an audit of passwords on the following dates: 
 Patient Registry – Tuesday September 10th, 2013 
 WATRS – Thursday September 12th, 2013 
 
Users whose passwords do not meet the above character requirements will either have their account set 
to activate the “Reset User Password” which requires the user to update their password to the new 
parameters the next time logging in or the user’s account will be set to “Lock” thus requiring one of the 
following local agency/facility security group members to reset the user’s password: 

WATRS – Rescue Service Administrator 
Patient Registry – Trauma Coordinator 

 
If you have questions, please feel free to contact Kelli Perrotti for the Patient Registry and Jay Ostby for 
WATRS at (888) 228-8996, (307) 777-7955 or email kelli.perrotti@wyo.gov or jay.ostby@wyo.gov 
respectively, for any additional information or clarification needed regarding this update.  Thank you for 
your time and consideration in meeting this requirement. 
 
 
 
 
SAG/jeo	 	 	 	  
 
c:  Travis Kirchhefer, Assistant Attorney General, State of Wyoming 

Angela Van Houten, MS, Section Chief, Health Readiness and Response Section, Public Health 
Division 
Wendy Braund, MD, MPH, MSEd, FACPM, State Health Officer and Senior Administrator, 
Public Health Division 

  
 


