New Wyoming Department of Health Application Gateway

New Look

The Wyoming Department of Health Application Gateway is getting a new look and new self-serve
features. The new site will appear the next time any Health applications are accessed. Starting
10/25/2012, the following login screen will appear:

WDH APPLICATION GATEWAY
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Wyoming
Department User name
Of Hea]-th Password:

Comenit to your heatth. Login
—

Forgot Password?
Forgot UserName?
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Note - User names and passwords will not change because of this update.



Verify Email Address

The new self-serve password reset feature uses the account email address to send users a link as part of
the reset process. If you have never verified your email address or it has been over 90 days, then the
following screen appears to verify the email address. If the account email address has changed it can be
updated with this screen, It is very important that your email address is correct as the password reset
process described below is based off of the username and email on the account. If the information is
not correct, you may experience difficulties.
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*four email address has not been verified recently. Please verify or update your email address and click "Verify/Update'.
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Click the ‘Verify/Update’ button to save the response.
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‘You response has been saved.




Self-serve Password Questions

The new Gateway includes a feature to allow self-serve password resets. You are required to answer
three, user chosen, security questions. If those questions have not been answered the system interrupts
the normal authentication routine and redirects to a page to collect questions and answers. Select three
unique questions using the dropdown list and enter the answers. These answers are used as an

alternate login for the Gateway and allow the user to select a new password.
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Wyoming
I Department ) ; :
of Health Collect Security Questions And Answers: spongebob

Commit 1o your health. Please select and answer 3 security guestions. Answers can not be the same.

1. What was your childhood nickname? bud

2. What iz the name of your favorite childhood friend? patrick

3. In what city or town was your first job? bikini bottom
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When you have answered the three questions, click ‘Next’ to save and continue. The Gateway will
forward you to your original request.



Forgot Password Process

The main feature included in the new WDH Application Gateway is the ability to reset your own
password. If you forgot your password and need it reset, then click the ‘Forgot Password?’ link on the
Login page to start the reset process.

Security Identifier Page

Enter your username and email address for the account ‘Security Identifier’ page and click ‘Submit.’
These must match the information in the system. The message ‘An Email has been sent’ will appear. An
email with a link will be delivered to the address. Click the link in the email to continue the reset
process.
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Wyoming
Department ) _
of Health Security Identifier:

Commit o your health.
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Userams: spongebob

Email:

© 2008 - Wyoming Department of Health




Private Security Identifier:
The ‘Private Security Identifier’ page re-verifies the account names and email address. Click ‘Submit’ to

continue.
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Commit o your health.
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First Name: Sponge

Last Name: Bob

Email:
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Enter Security Questions and Answers:
Answer your security questions. The answers are not case-sensitive but must match what the system

has on file.
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Wyoming

Department i i .
of Health Enter Security Questions And Answers:

Commit o your health.

——

What was your chidhood nickname?
What is the name of your favorite childhood friend?

In what city or town was your first job?
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Select New Password:

At this point the Gateway allows a new password to be selected. The same complexity rules still apply
for the new password. Click ‘Create Password’ to save the new password. The new password will work
for accessing any of your Gateway applications.

WDH APPLICATION GATEWAY

Wyoming
Department
of Health Select New Password:

Commit 1o your health.
—— :
New Password: gpeesssenss

Confirm Password: 4eeesssssse

Create Password

Matched rules:
At least & characters
v/ Includes a symbol (e.g., M@#S%EH()_+~-=\" 0" ==7.)
Includes a number
Has lower case letter
Has upper case letter
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@}. WDH APPLICATION GATEWAY
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of Health Select New Password:

Commit 1o your health.
4 our password has been changed. Click "Continue’ to go to the Gateway Login screen, or use your normal path to login
to your application.

Continue




